MeshHub

Build Specification

Version 1.0 | February 2026
Stack: Python 3.12 - Django 5.x - PostgreSQL 16 - Redis 7 - Celery 5
Scope: Supplier Layer - Developer APl / MCP - Payment Layer (TrueLayer)

Classification: Internal Technical Specification - MVP

Complete backend build specification for the MeshHub execution infrastructure layer. Covers project structure, data
models, API endpoints, authentication, pricing engine, supplier connectors, payment integration, async jobs, MCP
protocol, error contracts, test requirements, Docker setup, and environment variable reference. A developer or Claude
coding session should be able to build the MVP backend from this document without referencing any prior conversation.
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**\/ersion:** 1.0 | **Stack:** Python 3.12 - Django 5.x - PostgreSQL 16 - Redis 7 - Celery 5
**Classification:** Internal Technical Specification

**Scope:** MVP Backend — Supplier Layer + Developer API/MCP + Payment Layer
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1. PROJECT SETUP & STRUCTURE

Django Application Layout

nmeshhub/

mEE nanage. py

mmm requirenents.txt

mmm requirenents-dev. txt
mmm  env. exanpl e

mmm docker-conpose. yn
mmm Dockerfile

|

mmm config/ # Django project config
[ ] mmm _ init__.py

] mmm settings/

[ ] [ ] mmm base. py

[ ] [] mmm | ocal . py

[ [ ] mmm production. py
[ ] mmm urls.py

[ ] mmm celery.py

u mmE WSQi.py

mmm apps/

[ ] mmm suppliers/ # Supplier registry, connectors, pricing
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[ ] [ ] mmm nodel s. py

] ] mmm serializers.py
[ ] ] EEE Views. py

[ ] [] mmm urls.py

[ ] [ mmm connectors/ Per-supplier HTTP client w appers

| ] ] mEmE rest_connector. py

#

[ ] [ ] mmm base. py # Abstract connector interface
# Enterprise REST connector
#

] ] ] mmm handon_connect or. py HandOn app virtual connector

[ ] ] mmm tests/

[ ] mmm builders/ # Devel oper/ app-bui | der accounts
[ ] [ mmm nodel s. py

[ ] [ ] mmm serializers.py

] ] EEE Views. py

[ ] ] mmm urls.py

[ ] [] mmm tests/

] mmE execution/ # Core: receive - validate - execute - respond
[ ] [ ] mmm nodel s. py

] ] mmm serializers.py

[ ] ] EEE Views. py

[ ] [] mmm urls.py

[ [ ] mmE engine. py # Main execution orchestrator

[ [ ] mmm | denpotency. py # Duplicate detection

[ ] [ ] mmm tests/

[ mmm pricing/ # Buy/sell price calculation
[ ] [] mmm nodel s. py

[ [ ] mmE engine. py # Price calculation |ogic

[ [ ] mmm cache. py # Redis pricing cache

[ ] [ ] mmm tests/

[ ] mmm paynents/ # TruelLayer integration + billing
[ ] [] mmm nodel s. py

[ ] [ mmm serializers.py

[ [ ] EEE Views. py # Webhook handl er

[ ] [ ] mmm urls.py

] ] mmm truel ayer. py # TruelLayer APl client

[ [ ] mmm settlenent.py # Fund distribution |ogic

[ ] [] mmm tests/

[ ] mmm contracts/ # Supplier contracts and KYB
[ ] [ ] mmm nodel s. py

] ] mmm serializers.py

[ ] ] EEE Views. py

[ ] [] mmm urls.py

[ ] [ mmm tests/

[ ] mmm billing/ # Ledger, invoicing, payouts
u [ ] mmm nodel s. py
[ [ ] mmm tasks. py # Celery billing tasks

[ ] [] mmm tests/

| | |

[ mmm ncp/ # MCP protocol server
[ mEE server.py # MCP tool definitions
] EEE Views.py
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[ ] mmm urls.py
] mmm tests/
| |

mmm conmon/ Shared utilities

H# H

[ mmm auth. py APl key aut hentication backend
[ mmm niddl eware. py # Rate linmiting, request ID

[ mmE pagi nation. py

u mmm exceptions. py # Cust om exception handl ers

[ ] mmm cache. py

H*

Redi s client w apper

[ ] mmm circuit_breaker. py # Supplier call protection
| |
mmm nigrations/ # One migrations/ folder per app (D ango standard)

Django Apps Registration

# confi g/ settings/base. py
| NSTALLED_APPS = [

"dj ango. contrib. contenttypes"”,
"dj ango. contrib. auth",

# Third party
"rest_framework",
"drf_spectacul ar"”,

"dj ango_cel ery_resul ts",
"dj ango_cel ery_beat",

# MeshHub apps

"apps. suppliers",

"apps. bui | ders",

"apps. execution",

"apps. pricing",

"apps. paynent s",

"apps. contracts",

"apps. billing",

"apps. ncp",

2. DEPENDENCIES & ENVIRONMENT

requirements.txt

# Core

Dy ango==5.1.*

dj angor est f ramewor k==3. 15. *

psycopg| bi nary] ==3. 2. * # PostgreSQL driver —NOT psycopg2
redi s==5.2.*

celery==5.4.*

dj ango-cel ery-resul ts==2.5.*

dj ango-cel ery-beat==2.7.*

# AP

drf - spect acul ar==0. 27. * # OpenAPl schema aut o-generation
dj angor est f r amewor k- si npl ej wt ==5. 3. *

# Config

dj ango- envi ron==0. 11. *

# HTTP client (outbound supplier calls)

ht t px==0. 27. * # Async-capabl e, replaces requests
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# Cbservability

opent el emet ry- sdk==1. 27. *

opent el emetry-i nstrunent ati on- dj ango==0. 48b0

opent el emetry-exporter-otl p==1.27.*

# Security

crypt ogr aphy==43. * # APl key hashi ng

requirements-dev.txt

pyt est ==8. *

pyt est - dj ango==4. *

pyt est - asynci 0==0. 24. *

factory-boy==3. *

faker==30. *

coverage==7.*

f aker edi s==2. *

responses==0. 25. * # Mock out bound HTTP calls

3. DATA MODELS (POSTGRESQL)

Critical Implementation Rules

» Use “psycopg3’ directly for any query involving "JSONB" operators — do NOT use Django ORM for these
« All primary keys are "UUIDField(default=uuid.uuid4, primary_key=True)"
* All timestamps use "DateTimeField(auto_now_add=True)" or explicit ‘DateTimeField"

* Never store raw API keys, secrets, or tokens — store SHA-256 hashes only

» Use "db_table™ on every model Meta to control exact table name

apps/suppliers/models.py

import uuid

from django. db i nport nodels

cl ass Cat egory(nodel s. Model ):

name = nobdel s. Char Fi el d( max_| engt h=100)
description = nodel s. Text Fi el d( bl ank=Tr ue)
is_active = npdel s. Bool eanFi el d(def aul t =Tr ue)
created_at = nodel s. Dat eTi meFi el d(aut o_now_add=Tr ue)
class Meta

db_table = "categories”

ver bose_nane_plural = "categories"
def __str__(self):

return self.slug

cl ass Supplier(nodel s. Model ):

cl ass Status(nodel s. Text Choi ces):
PENDI NG = "pendi ng", " Pendi ng"
ACTI VE = "active", "Active"
SUSPENDED = "suspended", "Suspended"
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"""Service categories that group suppliers and scope devel oper access."""

id = nodel s. UUl DFi el d(pri mary_key=True, default=uuid.uuid4, editable=False)

sl ug = nodel s. Sl ugFi el d(uni que=Tr ue) # e.g. "food"

""" Any business or individual that provides services through MeshHub.""'
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REJECTED = "rejected", "Rejected"

cl ass Supplier Type(nodel s. Text Choi ces):
ENTERPRI SE = "enterprise", "Enterprise (REST APl )"

suppl i er_type = nodel s. Char Fi el d( max_| engt h=20, choi ces=Suppl i er Type. choi ces)

# KYB fields
| egal _nanme = nodel s. Char Fi el d( max_| engt h=255, bl ank=Tr ue)

regi stration_nunber = nobdel s. CharFi el d(max_| engt h=100, bl ank=Tr ue)

# Settlenent bank details (encrypted at rest via field-Ievel encryption)

class Meta:
db_table = "suppliers"
def __str__(self):
return f"{self.name} ({self.supplier_type})"
cl ass Connect or (nodel s. Model ):
Defi nes HOW MeshHub calls a supplier's APl for a specific capability.
Each supplier-capability pair has one active connector.

cl ass Protocol (nodel s. Text Choi ces):

# JSONB: full connector specification
# Schenma varies by protocol —see Connector Spec section bel ow
spec = nodel s. JSONFi el d()

created_at = nodel s. Dat eTi neFi el d(aut o_now_add=Tr ue)

updat ed_at = npdel s. Dat eTi neFi el d(aut o_now=Tr ue)

class Meta:
db_tabl e = "connectors”
uni que_together = [("supplier", "capability", "version")]

def __str__(self):

return f"{self.supplier.name} / {self.capability}"

class PricingSchema(nodel s. Model ):
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HANDON = "handon", "HandOn App (I ndividual / SMB)"
id = nodel s. UUI DFi el d(pri mary_key=True, defaul t=uui d.uui d4, editabl e=Fal se)
nanme = nodel s. Char Fi el d( max_| engt h=255)

status = nodel s. Char Fi el d( max_| engt h=20, choi ces=St atus. choi ces, defaul t =St at us. PENDI NG
category = nodel s. For ei gnKey( Cat egory, on_del et e=npdel s. PROTECT, rel at ed_nanme="suppliers")

country_code = nodel s. Char Fi el d( max_| engt h=2) # 1S0O 3166-1 al pha-2
kyb_verified_at = nodel s. Dat eTi meFi el d(nul | =True, bl ank=Tr ue)

# Cont act

contact _emai | = nodel s. Emai | Fi el d()

cont act _phone = nodel s. Char Fi el d( max_| engt h=50, bl ank=Tr ue)

bank_account _encrypted = nodel s. Text Fi el d( bl ank=Tr ue) # AES- 256 encrypted JSON
# Met adat a

created_at = nodel s. Dat eTi neFi el d(aut o_now_add=Tr ue)

updated_at = nodel s. Dat eTi meFi el d(aut o_now=Tr ue)

REST = "rest", "REST API"
WEBHOOK = "webhook", "Wbhook (push)"
HANDON = "handon", "HandOn App"
MCP = "nmcp", "MCP Server"
id = nodel s. UUI DFi el d(pri mary_key=True, defaul t =uui d. uui d4, editabl e=Fal se)
suppl i er = nodel s. For ei gnKey( Suppl i er, on_del et e=npdel s. CASCADE, rel at ed_nanme="connectors")
capability = nodel s. Char Fi el d( max_| engt h=100) # e.g. "place_order", "get_nenu",
pr ot ocol = nodel s. Char Fi el d( max_| engt h=20, choi ces=Prot ocol . choi ces)
version = nodel s. Char Fi el d(max_| engt h=20, defaul t="1.0")
is_active = npdels. Bool eanFi el d(defaul t=True)
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Supplier's published pricing for a specific capability.
buy_price = what MeshHub pays to supplier.
Devel opers never see this directly.

cl ass Prici ngMdel (nodel s. Text Choi ces):

PER_CALL = "per_call", "Per APl Call"
PER_TRANSACTI ON = "per_transaction", "Per Transaction"
FI XED = "fixed", "Fi xed Price"
DYNAM C = "dynam c", "Dynam ¢ (supplier API)"
id = nodel s. UUI DFi el d(pri mary_key=True, defaul t=uui d.uui d4, editabl e=Fal se)
suppl i er = nodel s. For ei gnKey( Suppl i er, on_del et e=npdel s. CASCADE, rel ated_name="pri ci ng_schemas")

capabi lity = nodel s. CharFi el d( max_| engt h=100)

nodel = nodel s. Char Fi el d( max_| engt h=30, choi ces=Pri ci nghbdel . choi ces)

currency = nodel s. Char Fi el d( max_| engt h=3, defaul t ="EUR") # 1S0 4217
valid_from = nodel s. Dat eTi neFi el d()

valid_until = nodels. DateTi neFi el d(nul | =True, bl ank=True) # NULL = indefinite
is_active = nodel s. Bool eanFi el d( def aul t =Tr ue)

# JSONB pricing paraneters —see Pricing Schema Spec bel ow
paranms = nodel s. JSONFi el d()

created_at = nodel s. Dat eTi meFi el d(aut o_now_add=Tr ue)

class Meta:

db_table = "pricing_schemas"
i ndexes = [
nodel s. I ndex(fields=["supplier", "capability", "is_active"]),

apps/builders/models.py

import uuid

import hashlib

i mport secrets

from dj ango. db i nport nodels

cl ass Buil der (nodel s. Model ) :

""" Devel oper/app-buil der accounts that consume the MeshHub API.

cl ass Status(nodel s. Text Choi ces):

ACTI VE = "active", "Active"

SUSPENDED = "suspended", "Suspended"

PENDI NG = "pendi ng", "Pendi ng KYC'
id = nodel s. UUI DFi el d(pri mary_key=True, defaul t=uui d.uui d4, editabl e=Fal se)
nanme = nodel s. Char Fi el d( max_| engt h=255)
emai|l = nodel s. Emai | Fi el d(uni que=Tr ue)

status = nodel s. Char Fi el d( max_| engt h=20, choi ces=St at us. choi ces, defaul t =St at us. PENDI NG
# Stripe custoner ID for billing
stripe_custoner_id = nodel s. Char Fi el d( max_| engt h=100, bl ank=Tr ue)
# KYC
kyc_verified_at = npdels. DateTi meFi el d(nul |l =True, bl ank=True)
created_at = nodel s. Dat eTi neFi el d(aut o_now_add=Tr ue)
updat ed_at = nodel s. Dat eTi meFi el d(aut o_now=Tr ue)
class Meta:
db_table = "buil ders”
def __str__(self):

return self.email

cl ass APl Key(nodel s. Model ):
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Bui | der APl keys. Raw key shown ONCE on creation, never stored.
Only SHA-256 hash stored in DB.

key_hash = nodel s. Char Fi el d( max_| engt h=64, uni que=Tr ue) #
key_prefix = nodel s. CharFi el d( max_| engt h=8)
is_active = nodel s. Bool eanFi el d( def aul t =Tr ue)
| ast _used_at = nodel s. Dat eTi meFi el d(nul | =True, bl ank=Tr ue)
created_at = nodel s. Dat eTi meFi el d( aut o_now_add=Tr ue)
expires_at = nodel s. Dat eTi neFi el d(nul | =True, bl ank=Tr ue) #
class Meta:
db_table = "api _keys"
@t ati cnet hod
def generate():
"""Generate a new APl key. Returns (raw_key, hash, prefix).
raw = f"mh_{secrets.token_urlsafe(32)}"
hashed = hashlib. sha256(raw. encode()). hexdi gest ()
return raw, hashed, raw: 8]
@t ati cnet hod
def hash_key(raw key: str) -&gt; str:
return hashlib. sha256(raw_key. encode()). hexdi gest ()

cl ass Cat egoryAccess(nodel s. Model ):

Which categories a builder's APl key is pernmitted to access.

Enforced at execution tine.

api _key = nodel s. For ei gnKey( APl Key, on_del et e=npdel s. CASCADE,

# Optional: restrict to specific suppliers only
supplier_whitelist = nodel s. JSONFi el d(defaul t=list, blank=True)
granted_at = nodel s. Dat eTi neFi el d(aut o_now_add=Tr ue)

class Meta:

db_table = "category_access"

uni que_t ogether = [("api _key", "category")]

apps/execution/models.py
import uuid
from django. db i nport nodels

cl ass Execution(nodel s. Model ):

I mut abl e | og of every APl call routed through MeshHub.

Witten once. Never updated —append-only audit trail.

cl ass Status(nodel s. Text Choi ces):

PENDI NG = "pendi ng", " Pendi ng"
EXECUTI NG = "executing", "Executing"
SUCCESS = "success", "Success"
FAI LED = "failed", "Fai | ed"
RETRYING = "retrying", "Retrying"
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id = nodel s. UUI DFi el d(pri mary_key=True, defaul t=uui d. uui d4, editabl e=Fal se)
bui | der = nodel s. For ei gnKey(Bui | der, on_del et e=npdel s. CASCADE, rel at ed_nanme="api _keys")
name = nodel s. Char Fi el d( max_| engt h=100) # hunman | abel e.g. "production”

SHA- 256 hex di gest

# First 8 chars for identification

NULL = no expiry

id = nodel s. UUI DFi el d(pri mary_key=True, defaul t=uui d.uui d4, editabl e=Fal se)

rel at ed_nanme="cat egory_access")

category = nodel s. Forei gnKey("suppliers. Category", on_del et e=npodel s. CASCADE)

# list of supplier UU Ds
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id =
bui | der =
api _key =
suppl i er =
connect or =
capability =
i dempot ency_key =
st at us =
# Pricing snapshot
buy_price =
sell _price =

currency =

request _payload =
response_payl oad =
error_detail =
# Perfornmance

| atency_ns =
retry_count =
execut ed_at =
conpl et ed_at =

class Meta

nodel s. I nd

CANCELLED = "cancel | ed", "Cancel |l ed"

nodel s. UUI DFi el d(pri mary_key=True, default=uuid.uuid4, editable=False)

nodel s. For ei gnKey("bui | ders. Bui |l der", on_del et e=nbdel s. PROTECT)

nodel s. For ei gnKey("bui | ders. APl Key", on_del et e=nbdel s. PROTECT)

nodel s. For ei gnKey("suppliers. Supplier", on_delete=npbdels. PROTECT)

nodel s. For ei gnKey("suppliers. Connector"”, on_del et e=nbdel s. PROTECT)

nodel s. Char Fi el d( max_| engt h=100)

nodel s. Char Fi el d( max_| engt h=255, uni que=Tr ue)

nodel s. Char Fi el d( max_| engt h=20, choi ces=St at us. choi ces, defaul t=Stat us. PENDI NG

at execution time (inmmutable record of what was charged)

nodel s. Deci mal Fi el d(max_di gi ts=12, deci mal _pl aces=4, nul |l =True)
nodel s. Deci mal Fi el d(max_di gi ts=12, deci mal _pl aces=4, nul |l =True)
nodel s. Char Fi el d(max_| engt h=3, defaul t="EUR")

# Payl oads (store for debuggi ng and audit)

nmodel s. JSONFi el d(nul | =True, bl ank=Tr ue)
nodel s. JSONFi el d(nul | =True, bl ank=Tr ue)
nodel s. JSONFi el d(nul | =True, bl ank=Tr ue)

nodel s. | nt eger Fi el d(nul | =Tr ue)
nodel s. | nt eger Fi el d(def aul t =0)
nodel s. Dat eTi meFi el d(aut o_now_add=Tr ue)

nodel s. Dat eTi meFi el d(nul | =True, bl ank=Tr ue)

db_tabl e = "executions"

i ndexes = [
nmodel s. | ndex(fields=["builder", "executed_at"]),
nodel s. I ndex(fields=["supplier", "executed_at"]),
nodel s. | ndex(fi el ds=["i denpot ency_key"]),

ex(fields=["status", "executed_at"]),

apps/payments/models.py

import uuid
from dj ango. db i nport

"""TrueLayer payme

cl ass Status(node

PENDING = "p
I NI TI ATED = "
CONFI RVED = "¢
FAI LED = if
REFUNDED = "r
EXPI RED ="e
id =
execution =

st at us =
# Anmount s
gr oss_anount =

currency =

# Redirect

redirect _url =

MeshHub Backend Specification v1.0

truel ayer _paynent _|

nodel s

cl ass Paynent (nodel s. Model ) :

nt initiation record."""

s. Text Choi ces) :

endi ng", " Pendi ng"

nitiated", "Initiated (redirect sent)"
onfirmed", "Confirmed (bank settled)"
ailed", "Fail ed"

efunded", "Refunded"

xpired", "Expired (user abandoned)"

nodel s. UUI DFi el d(pri mary_key=True, default=uuid. uuid4, editabl e=Fal se)
nmodel s. OneToOneFi el d("executi on. Execution", on_del et e=nbdel s. PROTECT.
rel at ed_nanme="paynent ")
id = nodel s. Char Fi el d( max_| engt h=255, uni que=True, null=True, bl ank=True)
nodel s. Char Fi el d( max_| engt h=20, choi ces=St at us. choi ces, default=Stat us. PENDI NG

nodel s. Deci mal Fi el d( mex_di gi t s=12, deci mal _pl aces=4) # End user pays

nodel s. Char Fi el d( max_| engt h=3)

nmodel s. URLFi el d( bl ank=True) # bank app deeplink returned by TruelLayer
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return_url = nodel s. URLFi el d(bl ank=True) # where user returns after bank app

# Ti nest anps

initiated_at = nodel s. Dat eTi meFi el d(nul | =True, bl ank=Tr ue)

confirmed_at = nodel s. Dat eTi meFi el d(nul | =True, bl ank=Tr ue)

expires_at = nodel s. Dat eTi neFi el d(nul | =True, bl ank=Tr ue) # 10 min session w ndow
created_at = nodel s. Dat eTi meFi el d(aut o_now_add=Tr ue)

class Meta:
db_tabl e = "paynents”
i ndexes = [
nodel s. | ndex(fields=["truel ayer_paynent_id"]),
nodel s. I ndex(fields=["status", "created_at"]),

]

class BillingEvent(nodels. Mdel):
I mut abl e financial |edger entry. One per confirned paynent.

Append-only. Never updated.

id = nodel s. UUI DFi el d(pri mary_key=True, defaul t=uui d.uui d4, editabl e=Fal se)
paynent = nodel s. OneToOneFi el d( Paynment, on_del et e=npdel s. PROTECT,
rel ated_name="billing_event")
execution = nodel s. For ei gnKey( " executi on. Executi on", on_del et e=npdel s. PROTECT)
bui | der = nodel s. Forei gnKey("bui | ders. Bui |l der”, on_del et e=npdel s. PROTECT)
suppl i er = nodel s. Forei gnKey("suppliers. Supplier", on_del ete=nodel s. PROTECT)

# Split anpunts (nust sumto gross_anount)
gr oss_anount = nodel s. Deci mal Fi el d(max_di gi t s=12, deci mal _pl aces=4)

suppl i er _payout = nodel s. Deci mal Fi el d(max_di gi t s=12, deci mal _pl aces=4) # buy_price

bui |l der _margin = nodel s. Deci mal Fi el d(max_di gi ts=12, deci mal _pl aces=4) # dev margin
meshhub_f ee = nodel s. Deci mal Fi el d(max_di gi t s=12, deci mal _pl aces=4) # platformfee
currency = nodel s. Char Fi el d( max_| engt h=3)

# Settlenent status

supplier_settled_at = nodel s. Dat eTi meFi el d(nul | =True, bl ank=True)

bui |l der_settled_at = npdels. DateTi meFi el d(nul |l =True, bl ank=True)
recorded_at = nodel s. Dat eTi neFi el d(aut o_now_add=Tr ue)
class Meta:

db_table = "billing_events"

apps/contracts/models.py

import uuid

from django. db inport nodels

cl ass Contract (nodel s. Model ):

"""Legal agreement between MeshHub and a supplier.

cl ass Archetype(nodel s. Text Choi ces):

MARKETPLACE = "mar ket pl ace", " Mar ket pl ace"

BOOKI NG = "booki ng", " Booki ng/ Reservati on”
DATA_ACCESS = "data_access", "Data Access”

PROFESSI ONAL = "professional", "Professional Services"

cl ass Status(nodel s. Text Choi ces):

DRAFT = "draft", "Draft"

PENDI NG = "pendi ng", "Pending Signature"
SIGNED = "signed", " Si gned”

EXPI RED = "expired", "Expired"

REVOKED = "revoked", "Revoked"
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# Snapshot of full terns at signing (never link to nutable tenplate)

terns_snapshot = nodel s. JSONFi el d()

si gned_at = nodel s. Dat eTi neFi el d(nul | =True, bl ank=Tr ue)
expires_at = nodel s. Dat eTi meFi el d(nul | =True, bl ank=Tr ue)
si gned_by_nanme = nodel s. Char Fi el d( max_| engt h=255, bl ank=Tr ue)
si gned_by_emai| = nodel s. Emai | Fi el d( bl ank=Tr ue)

# DocuSi gn or equival ent envel ope 1D

si gnature_envel ope_i d = nodel s. Char Fi el d( max_| engt h=255, bl ank=Tr ue)
created_at = nodel s. Dat eTi meFi el d(aut o_now_add=Tr ue)

class Meta:

db_table = "contracts"

id = nodel s. UUI DFi el d(pri mary_key=True, defaul t =uui d. uui d4, editabl e=Fal se)
suppl i er = nodel s. Forei gnKey("suppliers. Supplier”, on_del ete=nodel s. PROTECT,
rel ated_name="contracts")
ar chet ype = nodel s. Char Fi el d(max_| engt h=30, choi ces=Archetype. choi ces)
terns_version = nodels. CharFi el d( max_I| engt h=20) # e.g. "vl.2"
status = nodel s. Char Fi el d( max_| engt h=20, choi ces=St atus. choi ces, defaul t =St at us. DRAFT)

4. REDIS KEY MAP

All Redis keys follow: "meshhub:{entity}:{id}:{field}"

Key Pattern Value TTL Operation
“meshhub:pricing:{sup ~ JSON pricing schema 60s SET EX/ GET
plier_id}:{capability}"
“‘meshhub:auth:token:{ ~ JSON “{token, token_expiry - 30s SET EX/ GET
supplier_id} expires_at}
‘meshhub:idempotenc  execution UUID string 86400s (24h) SET NX EX
y{key}
“meshhub:ratelimit:buil  integer count window_size INCR / EXPIRE
der:{builder_id}:{windo
w}
“meshhub:ratelimit:sup  integer count window_size INCR / EXPIRE
plier:{supplier_id}:{win
dow}
‘meshhub:apikey:{key JSON *{builder_id, 300s (5min) SET EX/ GET
_hash}’ key_id, status,

categories}
“meshhub:payment:se  JSON payment 600s (10min) SET EX/ GET
ssion:{payment_id} session state
“meshhub:connector:{ JSON connector spec 300s (5min) SET EX/ GET

supplier_id}:{capability
}‘

Redis Client Setup

# common/ cache. py
import redis
from dj ango. conf inport settings

_client = None

def get_redis() -&gt; redis.Redis:

MeshHub Backend Specification v1.0 — Internal Technical Document — Confidential

Purpose

Supplier pricing cache

Supplier API auth
tokens

Duplicate execution
prevention

Per-builder rate
limiting

Per-supplier rate
limiting

API key lookup cache

Active payment
redirect session

Connector spec cache

Page 12



gl obal _client
if _client is None:

_client = redis.Redis.fromurl (
settings. REDI S_URL,
decode_r esponses=Tr ue,
socket _connect _ti meout =2,
socket _ti meout =2,

)

return _client

Idempotency Check Implementation

# apps/ execution/idenpot ency. py
from common. cache inport get_redis

| DEMPOTENCY_TTL = 86400 # 24 hours

def check_and_set (key: str, execution_id: str) -&gt; str | None:
Returns existing execution_id if key already seen.
Sets key and returns None if key is new.

Atom c: uses SET NX EX

r = get_redis()
redi s_key = f"meshhub:idenpotency: { key}"
result = r.set(redis_key, execution_id, nx=True, ex=| DEMPOTENCY_TTL)
if result is None:
# Key already existed —return existing execution_id
return r.get(redis_key)

return None # New key —execution should proceed

Rate Limit Implementation

# common/ mi ddl eware. py (rate limt Iogic)
from common. cache inport get_redis

import time

Returns True if rate limt exceeded.

Uses sliding wi ndow approxi mati on (1-m nute buckets).

r = get_redis()

wi ndow_key = int(tine.tine() / w ndow)

key = f"meshhub:ratelimt:{entity}:{entity_id}:{w ndow key}"
pi pe = r.pipeline()

pi pe. i ncr (key)

pi pe. expi re(key, w ndow * 2)

count, _ = pipe.execute()

return count &gt; limt

def check_rate_limt(entity: str, entity_id: str, limt: int, window int) -&gt;

bool :

5. API ENDPOINT SPECIFICATION

Base URL: “/api/vl/

Authentication: "Authorization: Bearer {api_key} on all endpoints except webhooks and health
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5.1 Health

CET /api/vl/ heal thz/
Aut h: None

Response: 200 { "status": "ok", "db": "ok", "redis":

5.2 Supplier Endpoints

List Suppliers

GET /api/vl/ suppliers/

Response: 200
{
"count": 42,
"next": "...",
"results": [
{
“idhe g dt
"nane": "Pizza Roma",

"supplier_type": "handon",

"country_code": "DE",
"capabilities": ["place_order", "get_menu"],

"status": "active"

}

Errors:

401 Invalid or mssing APl key

403 Key has no access to requested category

Get Supplier Detail

GET /api/vl/ suppliers/{supplier_id}/

Response: 200

{
"id": "uuid",
"nane": "Pizza Roma",
"supplier_type": "handon",
"category": { "slug": "food" },
"country_code": "DE",

"capabilities": [

{
"name": "place_order",
"protocol ": "handon",
"version": "1.0"

b

{
"name": "get_nenu",
"protocol": "rest",
"version": "1.0"

}

Aut h: APl Key (scoped to at |east one category)

"ok", "version":

"category": { "slug": "food", "name": "Food &anp; Local" },

Aut h: APl Key (nust have access to supplier's category)

MeshHub Backend Specification v1.0 — Internal Technical Document — Confidential

"1.0.0" }

Query: ?cat egor y=f ood&anp; count r y=DE&anp; st at us=act i ve&anp; page=1&anp; page_si ze=20

Page 14



}

Errors:

403 Supplier not in builder's permtted categories

404 Supplier not found or not active

Get Supplier Pricing (sell price only — buy price never exposed)

5.3 Execution Endpoints

Execute Capability

price (buy + MeshHub margin)

"1.00", "description": "Fuel surcharge" },

"description": "VAT" }

GET /api/vl/ suppliers/{supplier_id}/pricing/{capability}/
Aut h: APl Key
Response: 200
{
"supplier_id": "uuid",
"capability": "place_order",
"sell _price": "14.28", /1 MeshHub sell
"currency": "EUR',
"pricing_nodel ": "per_transaction",
"surcharges": [
{ "type": "fuel", "anmount":
{ "type": "tax", ‘"pct": 23,
5
"upsal es": [
{ "id": "extra_bag", "nane":
I
"peak_mul tipliers": {
"weekend": 1.8,
"hol i day": 2.0
b
"cached_at": "2026-02-27T10: 00: 00Z",
"ttl _seconds": 60
}
Not es:
- Response served from Redis cache (60s TTL)
- Cache miss triggers PostgreSQL fetch and re-cache
- sell _price includes MeshHub margi n but NOT devel oper margin
Errors:
404 No active pricing schema for supplier+capability

/| Capability-specific payl oad
/1 Optional selected upsale |Ds
} /7 Builder-defined netadata,

POST / api / v1/ execut e/

Aut h: APl Key

Headers: X-1denpotency-Key: {uni que_key}

Request :

{
"supplier_id": "uuid",
"capability": "place_order",
"payl oad": { ...}
"upsal es": ["extra_bag"],
"met adat a": { "user_id":

}

Response: 200

{
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"execution_id": "uuid",
"status": "success",
"supplier_response": { ... }, /1 Nornalized supplier response

"execution_time_ns": 342,

"buy_price": nul |, /1 NEVER returned
"sell _price": "14.28",
"currency": "EUR",
"paynent _required": true,
"paynment _initiation_url": "/api/vl/ paynents/{execution_id}/initiate/"
}
Response (idenpotent —key al ready seen):
{
"execution_id": "uuid",
"status": "success",
"cached": true,
"supplier_response": { ... }
}
Execution Flow (internal —see engine. py):

1. Authenticate APl key - 401 if invalid

Check idenmpotency key - return cached response if exists

Check rate limts (builder + supplier) - 429 if exceeded

Val i date supplier exists and buil der has category access - 403/404
Load connector spec (Redis - PostgreSQ fallback)

Load pricing (Redis — PostgreSQ fallback)

Val i dat e payl oad agai nst connector spec

Fetch supplier auth token (Redis - Secrets Manager fall back)

© @ H @@ >N

Execute supplier APl call (httpx, timeout=10s, retries=3)
10. Wite execution record to PostgreSQ
11. Emt billing_event Celery task (async, non-bl ocking)

12. Return normalized response

Errors:
400 M ssing X-1denpotency-Key header
400 Payl oad validation failed { "errors": [...] }
401 Invalid APl key
403 Category access denied
404 Supplier not found
422 Connector spec validation failed
429 Rate limt exceeded { "retry_after”: 30 }
502 Supplier APl call failed (after retries)

503 Supplier circuit breaker open

Get Execution Status

CET /api/vl/ executions/{execution_id}/

Aut h: APl Key (must be the builder who created it)

Response: 200

{
"execution_id": "uuid",
"status": "success",
"capability": "place_order",
"supplier": { "id": "uuid", "name": "Pizza Roma" },

"sell _price": "14.28",

“currency": "EUR',

"executed_at": "2026-02-27T10: 00: 00Z",

"conpl eted_at": "2026-02-27T10: 00: 00. 342Z",

"latency_ms": 342,
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"paynent _status": "confirnmed"
}

Errors:
403 Execution belongs to different buil der
404 Execution not found

List Executions

GET /api/vl/ executions/

Aut h: APl Key
Query: ?st at us=success&anp; suppl i er _i d=uui d&anp; f r om=2026- 02- 01&anp; t 0=2026- 02- 28&anp; page=1
Response: 200 { "count": ..., "results": [...] }

5.4 Payment Endpoints

Initiate Payment

PCST /api/vl/ payments/{execution_id}/initiate/

Aut h: APl Key

Request :

{
"return_url": "https://yourapp.con paynment/return",
"end_user_price": "16.21", /'l Developer's final price to end user

"currency": "EUR'

}
Response: 200
{
"paynent _i d": "uui d",
"redirect _url": "https://pay.truelayer.com...", // Send user here (bank app deepli nk)
"expires_at": "2026- 02-27T10: 10: 00Z", // 10 m nute w ndow
"status": "initiated"
}

| npl enent ati on notes:

- Validate end_user_price &gt;= sell_price (cannot sell bel ow MeshHub cost)

- Store paynment session in Redis (nmeshhub: paynment:session: {paynment_id}, TTL 600s)

- Call TrueLayer Payment Initiation APl (see Section 9)

- Return redirect _url to devel oper —devel oper redirects end user to this URL
Errors:

400 end_user_price below sell _price

404 Execution not found

409 Paynent already initiated for this execution

422 Execution not in success status

Payment Webhook (TrueLayer — MeshHub)

PCST / api / vl/ webhooks/ paynment/truel ayer/

Aut h: HVAC signature verification (X-TL-Wbhook-Ti mestanp + X-TL- Si gnat ure headers)
Reject if signature invalid —return 401

Reject if timestanp &gt; 5 minutes old —return 400

Request (from TruelLayer):

{
"type": "paynment_settled",
"payment _id": "tl_...",
"amount": 1621, /1 In mnor units (cents)
"currency": "EUR',
MeshHub Backend Specification v1.0 — Internal Technical Document — Confidential
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"settled_at":
}
Processi ng:

1. Verify HMAC signature
Look up Paynment by truel ayer_paynent _id
Update Paynment.status = confirmed, confirmed_at = now
Queue: trigger_order_fulfillment.del ay(execution_id)

Queue: record_billing_event.del ay(paynment_id)

@ @ S @ N

Return 200 i medi ately (do not block on fulfillnent)
Response: 200 { "received": true }
Errors:

400 Stale tinmestanp

401 Invalid signature

404 Paynent not found

409 Paynent already confirmed (idenpotent —still return 200)

5.5 Builder Management Endpoints

Register Builder

PCOST /api/v1/ builders/register/

Aut h: None (public endpoint —used for onboarding)
Request :
{
"nane": "My App Ltd",
"enmil": "dev@uyapp. cont
}
Response: 201
{
"buil der_id": "uuid",
"status": "pending",
"message": "Account created. KYC verification required before APl access."

Create API Key

POST / api / v1/ bui | ders/ keys/
Aut h: APl Key (must be active builder)
Request :
{
"name": "production”,
"categories": ["food", "transport"],
"supplier_whitelist": [], /'l enpty = all suppliers in category
"expires_at": null /1 null = no expiry
}
Response: 201
{
"key_id": "uui d",
"key_prefix": "mh_abc123",
"raw_key": "mh_abc123...", /] SHOM ONCE ONLY —not stored
"nane": "production”,
"categories": ["food", "transport"],
"created_at": " "
}
CRITICAL: raw key is returned once and never retrievabl e again.
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I Bui |l der must store it securely i mediately.

List APl Keys

Aut h: APl Key
Response: 200

{

"results": [

{
"key_id":

nanme" :

"is_active":

Revoke API Key

DELETE / api /v1/ bui |l ders/ keys/ {key_i d}/

Aut h: APl Key

Response: 200 { "revoked":

"key_prefix":

"categories":

"created_at":
/'l raw_key NOT incl uded

GET /api/vl/buil ders/ keys/

"uui d",
"mh_abc123",
"production”,
["food"],

true,

"last_used_at": "...",

5.6 Category Endpoints

Response: 200
{

"results": [

{

name": "Food &anp;

"capabilities":

CET /api/vl/categories/
Aut h: None (public discovery)

"slug": "food",

"supplier_count": 340,

5.7 Webhook Registration
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PCST / api / vl/ webhooks/ regi ster/

Aut h: APl Key
Request :
{
"url": "https://yourapp. com meshhub/ webhook",

"events": ["execution.conpleted",

"secret": "your_webhook_secret”

true }

Local ",

["pl ace_order", "track_delivery"]

"order.fulfilled"],
HMAC- si gn payl oads with this

"paynent. confirmed",
/1 MeshHub wi ||
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Response: 201

{
"webhook_i d": "uuid",
turltsotooLt,
"events": [...],
"created_at": "..."

}

6. AUTHENTICATION LAYER

APl Key Flow

# common/ aut h. py

import hashlib

fromrest_franmework. aut hentication inport BaseAuthentication
fromrest_framework. exceptions inport AuthenticationFailed
from apps. bui | ders. nodel s inport API Key, Buil der

from comon. cache inport get_redis

i mport json

cl ass APl KeyAut henti cati on(BaseAut hentication):

Aut henti cat es requests using Bearer APl key.
Cache-first: checks Redis before hitting PostgreSQL.
def authenticate(self, request):
aut h_header = request.META. get ("HTTP_AUTHORI ZATION', "")
if not auth_header.startswith("Bearer "):
return None # No credentials provided —Iet next authenticator try
raw_key = auth_header[7:]
if not raw key.startswith("mh_"):
rai se AuthenticationFailed("Invalid APl key format")
key_hash = hashlib. sha256(raw_key. encode()). hexdi gest ()
# 1. Check Redis cache
cached = sel f._get_cached_key(key_hash)
i f cached:
if cached["status"] != "active":
rai se AuthenticationFailed("APl key suspended")
return self._build_auth_tuple(cached)
# 2. Ht PostgreSQL
try:
api _key = (
APl Key. obj ect s
.sel ect _rel ated("builder")
. get (key_hash=key_hash, is_active=True)
)
except API Key. DoesNot EXi st :
rai se AuthenticationFailed("Invalid APl key")
if api _key.builder.status != Builder. Status. ACTI VE:
rai se AuthenticationFail ed("Builder account suspended")
# 3. Load category access
categories = list(
api _key. category_access

.sel ect _rel ated("category")
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.values_|list("category__slug", flat=True)
)
# 4. Cache result (5 min TTL)
cache_data = {
"buil der _id": str(api_key.builder_id),
"key_id": str(api_key.id),
"status": "active",
"categories": categories,
}

sel f. _cache_key(key_hash, cache_data)

# 5. Update | ast_used_at (async —don't block request)
from apps. bui | ders. tasks inport update_key_I| ast_used
updat e_key_| ast _used. del ay(str (api _key.id))

return self._build_auth_tuple(cache_data)

def _get_cached_key(sel f, key_hash: str) -&gt; dict | None:
r = get_redis()
data = r.get (f"nmeshhub: api key: {key_hash}")
return json.loads(data) if data el se None
def _cache_key(sel f, key_hash: str, data: dict):
r = get_redis()
r.set (f"meshhub: api key: { key_hash}", json.dunps(data), ex=300)
def _build_auth_tuple(self, data: dict):
# Returns (user-like object, auth token)
# DRF requires a 2-tuple from authenticate()
cl ass Aut hCont ext :
def __init__(self, d):
self.builder_id = d["builder_id"]
self.key_id = d["key_id"]
sel f.categories = d["categories"]
sel f.is_authenticated = True

return AuthContext(data), raw key # noga —raw key in closure

# config/settings/base.py (add to REST_FRAMVEWORK)
REST_FRAMEWORK = {
" DEFAULT_AUTHENTI CATI ON_CLASSES": [
"conmon. aut h. APl KeyAut henti cati on",
1.
" DEFAULT_PERM SSI ON_CLASSES": [
"rest_framewor k. perm ssi ons. | sAut henti cat ed",
I
" DEFAULT_SCHEMA_CLASS': "drf_spectacul ar. openapi . Aut oSchema",
" EXCEPTI ON_HANDLER'": "conmon. excepti ons. cust om excepti on_handl er",

Category Access Check

# Used in execution/views.py and suppliers/views. py

def assert_category_access(request, category_slug: str):
if category_slug not in request.auth.categories:
fromrest _franework. exceptions inport Perni ssionDenied

rai se Perm ssionDeni ed(f"APl key not authorized for category: {category_slug}")

7. PRICING ENGINE
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Price Calculation Flow

buy_price = base_price + surcharges + peak_delta + tax
sell _price = buy_price x (1 + meshhub_margin) + nmeshhub_flat_fee
end_price = set by devel oper (nust be &gt;= sell _price)

Implementation

# apps/ prici ng/ engi ne. py

fromdecinal inport Decinal, ROUND HALF_UP

fromdatetine inport datetine, tinezone

from apps. suppliers. nodel s inport PricingSchema

from apps. pricing. cache inport get_cached_pricing, set_cached_pricing

from dj ango. conf inport settings

MESHHUB_MARG N_PCT = Deci nal (settings. MESHHUB_MARG N_PCT) # e.g. "0.08" = 8%
MESHHUB_FLAT_FEE = Deci mal (settings. MESHHUB_FLAT_FEE) # e.g. "0.20" = €0.20
def cal cul ate_buy_price(supplier_id: str, capability: str, upsale_ids: list = None) -&gt; dict:

Returns full price breakdown.
Cache-first. Falls back to PostgreSQL.
# 1. Try cache
schema_paranms = get_cached_prici ng(supplier_id, capability)
# 2. Cache miss —load from DB
if schema_parans is None:
try:
schema = Prici ngSchemm. obj ects. get (
suppl i er_i d=supplier_id,
capabi |l i ty=capability,
is_active=True,
valid_from |te=datetine. now(tz=tinezone.utc),
)
schema_parans = schenm. par ans
set _cached_pricing(supplier_id, capability, schema_paramns)
except PricingSchema. DoesNot Exi st :
rai se ValueError(f"No active pricing for {supplier_id}/{capability}")
now = dateti me. now(tz=ti mezone. utc)
base = Deci mal (str(schema_parans["base_price"]))
currency = schena_parans. get("currency", "EUR")
# Surchar ges
surcharge_total = Decimal ("0")
surcharges_applied =[]
for s in schena_parans. get ("surcharges", []):
if s["type"] == "tax":
amount = (base * Decimal (str(s["pct"])) / 100).quanti ze(Decimal ("0.0001"))
el se:
amount = Decimal (str(s.get("amunt", "0")))
surcharge_total += anmount
sur char ges_appl i ed. append({"type": s["type"], "amount": str(anmount)})
# Peak nmul tiplier
peak_mult = Decimal ("1.0")
peak_mults = schema_parans. get ("peak_multipliers", {})
if now weekday() &gt;= 5 and "weekend" in peak_nults: # Saturday=5, Sunday=6

peak_mult = Deci mal (str(peak_mults["weekend"]))

base_wi th_peak = (base * peak_mult).quantize(Deci mal ("0.0001"), roundi ng=ROUND_HALF_UP)
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def

# Upsal es
upsal e_total = Decimal ("0")
upsal es_applied = []
if upsal e_ids:
for u in schene_parans. get ("upsales", []):
if u["id"] in upsale_ids:
price = Decimal (str(u["price"]))
upsal e_total += price
upsal es_appl i ed. append({"id": u["id"], "price": str(price)})
buy_price = (base_with_peak + surcharge_total + upsale_total).quantize(
Deci mal ("0.0001"), roundi ng=ROUND_HALF_UP

)

return {
"base_price": str(base),
"peak_mul tiplier": str(peak_mult),
"surcharges": surchar ges_appl i ed,
"upsal es": upsal es_appl i ed,
"buy_price": str(buy_price),
"currency": currency,

}

cal cul ate_sel | _price(buy_price_str: str) -&gt; dict:

Appl i es MeshHub margin to buy price to produce sell price.

buy = Deci mal (buy_price_str)
meshhub_fee = (buy * MESHHUB_MARG N_PCT + MESHHUB_FLAT_FEE). quanti ze(
Deci mal ("0.0001"), roundi ng=ROUND_HALF_UP

)
sell _price = (buy + nmeshhub_fee). quantize(Deci mal ("0.0001"), roundi ng=ROUND_HALF_UP)
return {
"buy_price": str(buy),
"meshhub_fee": str(meshhub_fee),
"sell _price": str(sell_price),
}

Pricing Cache

def

def

def

# apps/ prici ng/ cache. py
i mport json
from comon. cache inport get_redis

PRI CING TTL = 60 # seconds

get _cached_pricing(supplier_id: str, capability: str) -&gt; dict | None:
r = get_redis()

key = f"meshhub: pricing: {supplier_id}:{capability}"

data = r.get (key)

return json.loads(data) if data el se None

set _cached_pricing(supplier_id: str, capability: str, params: dict):
r = get_redis()

key = f"meshhub: pricing: {supplier_id}:{capability}"

r.set (key, json.dunps(parans), ex=PRI Cl NG TTL)

invalidate_pricing(supplier_id: str, capability: str):
"""Call when supplier updates pricing schema. """

r = get_redis()

r.del ete(f"meshhub: pricing: {supplier_id}:{capability}")
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8. SUPPLIER CONNECTOR INTERFACE

Connector Spec Structure (stored in Connector.spec JSONB)

Enterprise REST Connector Spec
{

"protocol": "rest",
"base_url": "https://api.supplier.conm vl",
"auth": {
"type": "oauth2_client_credentials",
"token_url": "https://api.supplier.con oauth/token",
"client_id_secret_key": "suppliers/{supplier_id}/client_id",
"client_secret_secret_key": "suppliers/{supplier_id}/client_secret”,
"scope": "orders:wite"
b
"endpoint": "/orders",
"met hod": "POST",
"timeout _seconds": 10,
"request_schema": {
"type": "object",
"required": ["item.id", "quantity"],
"properties": {
"itemid": { "type": "string" },
"quantity": { "type": "integer" }
}
B
"response_schem": {
"type": "object",
"properties": {
"order_id": { "type": "string" },
"status": { "type": "string" },
"eta_mnutes": { "type": "integer" }
}
1
"retry": {
"max_attenmpts": 3,
"backof f _seconds": [1, 3, 9],
"retry_on_status": [429, 500, 502, 503, 504]

HandOn App Connector Spec
{

"protocol ": "handon",
"suppl i er_devi ce_t oken_secret_key": "suppliers/{supplier_id}/device_token",
"fcmtopic": "supplier_{supplier_id}_orders",
"order_timeout_seconds": 120,
"capability": "place_order",
"request _schem": {
"type": "object",
"required": ["item.description", "delivery_address"],
"properties": {

"itemdescription": { "type": "string" },
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"delivery_address": { "type": "string" }

Abstract Connector Base Class

# apps/ suppl i ers/ connect or s/ base. py
fromabc inport ABC, abstractnethod

from dat acl asses inport datacl ass

@lat acl ass
cl ass ConnectorResul t:
success: bool
data: dict
status_code: int | None = None
error: str | None = None

latency_ns: int | None = None

cl ass BaseConnect or (ABC) :
def __init__(self, connector_spec: dict, supplier_id: str):
sel f.spec = connector_spec
sel f.supplier_id = supplier_id
@bstract met hod
def execute(self, payload: dict) -&gt; ConnectorResult:

Execute the capability with given payl oad.
Returns ConnectorResult. Never raises —catch all exceptions

and return ConnectorResul t(success=Fal se, error=...).

@bst ract met hod
def validate_payl oad(sel f, payload: dict) -&gt; list[str]:
Val i dat e payl oad agai nst connector spec.

Returns list of error strings (enpty = valid).

REST Connector Implementation

# apps/ suppl i ers/ connectors/rest_connector. py
import time

i mport httpx

from . base inport BaseConnector, ConnectorResult

from apps. suppliers.auth inport get_supplier_token
cl ass RESTConnect or (BaseConnector):

def execute(self, payload: dict) -&gt; ConnectorResult:

start = time.nonotonic()

try:
token = get _supplier_token(sel f.supplier_id, self.spec["auth"])
response = self._call_w th_retry(payl oad, token)
latency = int((time.nmonotonic() - start) * 1000)
return ConnectorResult(

SucCCess=response.i s_success,

dat a=r esponse. j son(),

st at us_code=r esponse. st at us_code,
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| at ency_ns=l at ency,
)
except Exception as e:
latency = int((time.nmonotonic() - start) * 1000)
return ConnectorResult (
success=Fal se,
dat a={},
error=str(e),
| at ency_ns=I at ency,

)
def _call_with_retry(self, payload: dict, token: str) -&gt; httpx.Response:

spec = sel f.spec
retry_cfg = spec.get("retry", {"max_attenpts": 3, "backoff_seconds": [1, 3, 9]})
retry_status = set(retry_cfg.get("retry_on_status", [429, 500, 502, 503, 504]))
| ast _response = None
for attenpt, backoff in enumerate(retry_cfg["backoff_seconds"]):
with httpx.dient(tineout=spec.get("tineout_seconds", 10)) as client:
resp = client.request(
met hod=spec[ " met hod"],
url =spec["base_url"] + spec["endpoint"],
j son=payl oad,
header s={" Aut hori zation": f"Bearer {token}"},
)
| ast _response = resp
if resp.status_code not in retry_status:
return resp
if attenpt & t; retry cfg["max_attenpts"] - 1:
tine. sl eep(backof f)
return | ast_response
def validate_payl oad(sel f, payload: dict) -&gt; list[str]:
# Basic required-field validation against request_schena
errors =[]
schema = sel f.spec. get("request_schemn", {})
for field in schema.get("required", []):
if field not in payl oad:
errors. append(f*"Mssing required field: {field}")

return errors

HandOn App Connector

# apps/ suppl i ers/ connect or s/ handon_connect or . py
import tinme

import uuid

i mport httpx

from dj ango. conf inport settings

from . base inport BaseConnector, ConnectorResult

cl ass HandOnConnect or ( BaseConnect or) :

Sends push notification to supplier's nobile app.
Waits for acceptance webhook (polling Redis or Iong-poll).
FCM_URL = "https://fcm googl eapi s. conml vl/ projects/{project_id}/ messages: send"
def execute(self, payload: dict) -&gt; ConnectorResult:
start = tinme.nmonotonic()
order_id = str(uuid. uuid4())
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try:
# 1. Send push notification to supplier's device
sel f. _send_push_notification(order_id, payl oad)
# 2. Wit for supplier acceptance (via Redis polling)

accepted = self._wait_for_acceptance(order_id, tinmeout=self.spec["order_tinmeout_seconds"])
latency = int((time.nmonotonic() - start) * 1000)

if accepted:
return ConnectorResul t (
success=Tr ue,
data={"order_id": order_id, "status": "accepted"},
| at ency_ns=l at ency,
)
el se:
return ConnectorResult (
success=Fal se,
data={},
error="Supplier did not accept order within timeout",
| at ency_ns=l at ency,

)

except Exception as e:
return ConnectorResult (
success=Fal se,
dat a={},
error=str(e),
latency_ms=int ((time.nmonotonic() - start) * 1000),
)
def _send_push_notification(self, order_id: str, payload: dict):
# FCM push to supplier's device
# I npl enentation uses Firebase Admi n SDK
fromfirebase_adm n inport nessaging
message = nmessagi ng. Message(
data={"order_id": order_id, "payload": str(payload)},
t opi c=sel f. spec["fcm topic"],
)
nessagi ng. send( message)
def _wait_for_acceptance(self, order_id: str, timeout: int) -&gt; bool:
from common. cache inport get_redis
r = get_redis()
key = f"meshhub: handon: accept ance: {order _i d}"
# Poll Redis every 2 seconds for supplier acceptance
deadline = tinme.monotonic() + timeout
while tinme.nonotonic() & t; deadline:
val = r.get(key)
if val == "accepted":
return True
if val == "declined":
return Fal se
tine.sleep(2)
return Fal se
def validate_payl oad(sel f, payload: dict) -&gt; list[str]:

errors =[]

schemn = sel f.spec. get("request_schem", {})
for field in schema.get("required", []):
if field not in payl oad:
errors. append(f"Mssing required field: {field}")
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I return errors

HandOn App Acceptance Webhook (supplier's app calls this)

PCST / api / v1/ handon/ accept/

Aut h: Suppl i er token (device token stored in Secrets Manager)
Request: { "order_id": "uuid", "action": "accepted" | "declined" }

Response: 200 { "received": true }

I npl enentation: sets Redis key neshhub: handon: accept ance: {order _id} = "accepted" | "declined"

9. PAYMENT LAYER (TRUELAYER)

TrueLayer API Client

# apps/ paynent s/ truel ayer. py
i mport httpx
from dj ango. conf inport settings

from dat acl asses inport datacl ass

@lat acl ass
class Paynment|nitResult:
paynment _id: str
redirect _url: str
expires_at: str
success: bool
error: str | None = None
class TrueLayerdient:
BASE_URL = "https://pay-api.truel ayer. conf
AUTH_URL = "https://auth.truel ayer. conf connect/t oken"
def __init__(self):
self.client_id = settings. TRUELAYER CLI ENT_I D
sel f.client_secret = settings. TRUELAYER CLI ENT_SECRET

def _get_access_token(self) -&gt; str:
from common. cache inport get_redis
i nport json
r = get_redis()
cached = r.get("nmeshhub: aut h: t oken: truel ayer")
i f cached:
data = json.| oads(cached)

return data["access_token"]

resp = httpx. post(self.AUTH URL, data={
"grant _type": “client_credentials",
"client_id": self.client_id,
"client_secret": self.client_secret,
"scope": "paynment s",

9]

resp.raise_for_status()

token_data = resp.json()

ttl = token_data["expires_in"] - 30 # Refresh 30s before expiry

r.set ("meshhub: aut h: t oken: truel ayer"”, json.dunmps({
"access_t oken": token_data["access_token"]

}), ex=ttl)

return token_data["access_t oken"]
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def initiate_paynent(
sel f,
anmount _m nor: int, # In minor currency units (cents/pence)
currency: str,
reference: str, # Execution | D —appears on bank statenent
return_url: str,
i dempot ency_key: str,
) -&gt; Payment!nitResult:
token = sel f._get _access_token()
try:
resp = httpx. post (
f"{sel f. BASE_URL}/v3/ paynents",
j son={
"anmount _i n_m nor": anount _m nor,
"currency": currency,
"paynment _met hod": {
"type": "bank_transfer"”,
"provider_selection": { "type": "user_selected" },
"beneficiary": {
"type": "mer chant _account ",
"mer chant _account _i d": settings. TRUELAYER MERCHANT_ACCOUNT_I D,

o
"user": { "name": "MeshHub Customer" },

"metadata": { "reference": reference },

}

header s={
"Aut hori zation": f"Bearer {token}",
"I denpot ency- Key": i denpot ency_key,
"X-TL-Correl ation-1d": idenpotency_key,

b

ti neout =15,

)

resp.raise_for_status()

data = resp.json()

return PaynmentlnitResult(
paynent _i d=data["id"],
redi rect _url =data["resource_token"], # TruelLayer v3 uses resource token
expires_at=data.get("expires_at", ""),
success=Tr ue,

)

except Exception as e:

return Paynment|nitResult(
paynment _i d="",
redirect _url="",
expires_at="",
success=Fal se,
error=str(e),

)

def verify_webhook_signature(sel f, payload: bytes, signature: str, timestanp: str) -&gt; bool:

Verify TrueLayer webhook HVAC signature.
See TruelLayer docs for exact signing algorithm
i mport hmac

import hashlib
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import time
# Reject stale webhooks (&gt; 5 minutes)
if abs(time.time() - int(timestanp)) &gt; 300:
return Fal se
si gni ng_payl oad = f"{ti mestanp}.{payl oad. decode()}"
expected = hmac. new
settings. TRUELAYER_WEBHOOK_SECRET. encode(),
si gni ng_payl oad. encode(),
hashl i b. sha256,
) . hexdi gest ()

return hmac. conpar e_di gest (expect ed, signature)

Payment Webhook Handler

# apps/ paynent s/ vi ews. py

fromrest_framework. views inport APIView

fromrest_franework.response inport Response

fromrest_franework. authentication inport [] # No auth —verified by HVAC
fromrest_franmework. perm ssions inport AllowAny

from . nodels inport Paynent

from.truelayer inport TrueLayerdient

from apps. billing.tasks inport record_billing_event

from apps. execution.tasks inport trigger_order_ful fillnent

i mport 1 o0ggi ng

| ogger = | oggi ng. get Logger (__nanme__)

cl ass TrueLayer WebhookVi ew( API Vi ew) :

aut henti cation_cl asses = []

perm ssion_cl asses = [ Al | owAny]

def post(self, request):
client = TrueLayerdient()
# 1. Verify signature
signature = request.META. get ("HTTP_X_TL_SI GNATURE", "")
tinestanp = request. META. get ("HTTP_X_TL_WEBHOOK_TI MESTAMP", "")

return Response({"error": "invalid_signature"}, status=401)
data = request.data
event _type = data.get("type")
if event_type == "paynment_settled":

tl _paynent _id = data["paynent _id"]

try:

except Payment . DoesNot Exi st :

return Response({"error": "not_found"}, status=404)
if paynment.status == Paynent. St at us. CONFI RVED:
# | denpotent —al ready processed
return Response({"received": True})
# 2. Update paynent status
fromdjango.utils inport tinezone
paynent . status = Paynent. St at us. CONFI RVED
paynment . confirmed_at = ti mezone. now)
paynent . save(update_fiel ds=["status", "confirmed_at"])
# 3. Queue downstream tasks (non-bl ocking)

trigger_order_fulfillnment.delay(str(paynent.execution_id))
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record_billing_event.delay(str(paynment.id))

return Response({"received": True})

10. CELERY ASYNC JOBS

config/celery.py

i mport os
fromcelery inport Celery

os. envi ron. set def aul t (" DJANGO_SETTI NGS_MODULE", "confi g.settings. production")
app = Cel ery("meshhub")
app. confi g_from obj ect ("django. conf:settings", namespace="CELERY")

app. aut odi scover _t asks()

config/settings/base.py (Celery config)

CELERY_BROKER_URL = env("REDIS_URL")

CELERY_RESULT_BACKEND = "dj ango- db" # dj ango-celery-results
CELERY_TASK_SERI ALI ZER = "json"

CELERY_RESULT_SERI ALI ZER = "j son"

CELERY_ACCEPT_CONTENT = ["json"]

CELERY_TASK_TRACK_STARTED = True

CELERY_TASK_TIME_LIMT = 300 # 5 mn hard limt per task
CELERY_TASK_SOFT_TIME_LIMT = 240 # 4 mn soft limt
CELERY_ACKS_LATE = True # Re-queue on worker crash
CELERY_TASK_REJECT _ON WORKER LOST = True

Task Definitions

apps/billing/tasks.py

fromcelery inport shared_task
i mport | oggi ng
| ogger = | o0ggi ng. get Logger (__nane__)
@har ed_t ask(
bi nd=Tr ue,
max_retries=5,

defaul t _retry_del ay=30,

name="billing.record_billing_event",
)
def record_billing_event(self, paynent_id: str):
Creates inmmutable BillingEvent record after payment confirned.

Triggered by: TruelLayer paynent_settl ed webhook.
Retry: up to 5 times with 30s del ay.
from apps. paynent s. nodel s i nport Paynent
fromapps. billing.nodels inport BillingEvent # add this nodel if needed
from apps. pricing. engi ne inport cal culate_sell _price
fromdecinal inport Decinal
try:
paynment = Paynent. objects. sel ect_rel ated(
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"execution", "execution__builder", "execution__supplier”
). get (i d=paynent _i d)
if hasattr(paynment, "billing_event"):
I ogger.info(f"BillingEvent already exists for payment {paynent_id}")

return

execution = paynment.execution
buy_price = execution.buy_price
sell _price = execution.sell_price

gr oss = paynent. gr oss_anount

neshhub_f ee = sell _price - buy_price
bui | der _nargin = gross - sell _price
from apps. paynments. nodel s inport BillingEvent
Bi I i ngEvent. obj ects. creat e(

paynent =paynent ,

execut i on=executi on,

bui | der =execut i on. bui | der,

suppl i er=executi on. supplier,

gr oss_anount =gr oss,

suppl i er _payout =buy_pri ce,

bui | der _mar gi n=bui | der _margi n,

meshhub_f ee=meshhub_f ee,

currency=paynent. currency,

)
logger.info(f"BillingEvent created for paynent {payment_id}")

except Exception as exc:
I ogger.error(f"record_billing_event failed: {exc}")

rai se self.retry(exc=exc)

@har ed_t ask(
bi nd=Tr ue,
max_retries=3,
defaul t _retry_del ay=60,

name="bi |l ling.settle_supplier_payout"

def settle_supplier_payout(self, billing_event_id: str):

Initiates bank transfer to supplier for their share.

Phase 2: requires MeshHub EM |icense.

At MVP: generates invoice + marks for manual settlenent.

from apps. paynents. nodel s i nmport BillingEvent

fromdjango.utils inport tinmezone

try:
event = BillingEvent.objects.select_related("supplier").get(id=billing_event_id)
# WM/P: mark as pending manual settlenent
# Production: trigger TrueLayer outbound paynment to supplier
event.supplier_settled_at = tinmezone.now() # Placeholder for MP
event . save(update_fiel ds=["supplier_settled_at"])
| ogger.info(f"Supplier payout settled for event {billing_event_id}")

except Exception as exc:

rai se self.retry(exc=exc)

apps/execution/tasks.py

fromcelery inport shared_task

i mport 1 o0gging
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| ogger = | oggi ng. get Logger (__nanme__)

@har ed_t ask(
bi nd=Tr ue,
max_retries=3,
defaul t _retry_del ay=10,
nanme="execution.trigger_order_fulfillment",

def trigger_order_fulfillment(self, execution_id: str):
Signals supplier to begin fulfilling the order after payment confirnmed.
Cal | ed after paynment_settl ed webhook.
from apps. execution. nodel s i nport Execution
from apps. suppl i ers. connectors. rest_connector inport RESTConnector
from apps. suppl i ers. connect ors. handon_connect or i nport HandOnConnect or
from apps. suppliers. nodel s inport Connector
try:
execution = Execution. objects. sel ect_rel ated(
"supplier", "connector"
). get (i d=execution_id)
connect or _spec = execution.connector. spec
protocol = execution.connector. protocol
if protocol == "rest":
connect or = RESTConnect or (connector_spec, str(execution.supplier_id))
elif protocol == "handon":
connect or = HandOnConnect or (connect or _spec, str(execution.supplier_id))
el se:

rai se Val ueError (f"Unknown protocol: {protocol}")

# Send fulfillnent signal (separate capability: "confirmorder")
payl oad = {

"order_id": str(execution.id),

"action": "confirni,

}

result = connector. execute(payl oad)

if not result.success:

raise ValueError(f"Fulfillnent failed: {result.error}")
| ogger.info(f"Order {execution_id} fulfillment triggered")

except Exception as exc:
I ogger.error(f"trigger_order_fulfillment failed: {exc}")

rai se self.retry(exc=exc)

@har ed_t ask( name="executi on. send_webhook")
def send_webhook(builder_id: str, event_type: str, payload: dict):
Del i vers event webhook to builder's registered endpoint.

Si gns payl oad wi th HVAC using buil der's webhook secret.

i mport hmac
import hashlib
i mport httpx
i mport json
from apps. bui | ders. nodel s i nport Buil der
try:
# Load builder's webhook registrations

# (WebhookRegi stration nodel not shown —add to buil ders app)

from apps. bui | ders. nodel s i nport WbhookRegi stration
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bui | der _i d=bui | der _i d,
events__cont ai ns=[ event _type],
is_active=True,

)

for reg in registrations:
sig = hmac. new
reg. secret.encode(),
body. encode(),
hashl i b. sha256,
) . hexdi gest ()
ht t px. post (
reg.url,
cont ent =body,

header s={

" X- MeshHub- Si gnature": sig,
" X- MeshHub- Event": event _type,
b
ti meout =10,
)
except Exception as exc:
| ogger. error(f"send_webhook failed: {exc}")
# No retry —webhook delivery is best-effort

apps/builders/tasks.py

fromcelery inport shared_task

@har ed_t ask(name="bui | ders. updat e_key_| ast _used")

def update_key_l ast _used(key_id: str):

Fire-and-forget —no retry needed.
from apps. bui | ders. nodel s i nport API Key

fromdjango.utils inport tinezone

body = json.dunps({"event": event_type, "data"

"Cont ent - Type": "application/json"

regi strati ons = WebhookRegi stration.objects.filter(

. payl oad})

Updat es API Key. | ast_used_at timestanp asynchronously.

APl Key. obj ects.filter(id=key_id).update(last_used_at=tinmezone. now))

11. MCP PROTOCOL LAYER

The MCP (Model Context Protocol) server allows LLMs (Claude, GPT, Gemini) to call MeshHub capabilities as native

tools.

Tool Definitions

MeshHub exposes 5 MCP tools:
Tool
“search_suppliers®
‘get_pricing”

“create_order’

Description
Find suppliers by category, country, capability
Get sell price for a supplier+capability

Execute a capability (calls “/api/vl/execute/")
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“initiate_payment Get payment redirect URL

“check_order_status® Get execution status

apps/mcp/server.py

MeshHub MCP Server.
Exposes MeshHub APl as MCP-conpatibl e tools.
Protocol : Model Context Protocol (JSON-RPC 2.0 over HITP SSE or STDI O
from dat acl asses inport datacl ass
fromtyping inport Any
i mport json
MCP_TOOLS = |
{
"name": "search_suppliers"”,
"description": "Search for service suppliers in a category. Returns available suppliers with capabilities.",
"i nput Schema": {
"type": "object",
"required": ["category"],
"properties": {
"cat egory": { "type": "string", "description": "Category slug e.g. food, transport" },
"country": { "type": "string", "description": "ISO 3166-1 al pha-2 country code" },
"capability": { "type": "string", "description": "Filter by capability e.g. place_order" },
}
}
bo
{
"name": "get_pricing",
"description": "Get the sell price for a supplier capability before ordering.",
"i nput Schema": {
"type": "object",
"required": ["supplier_id", "capability"],
"properties": {
"supplier_id": { "type": "string" },
"capability": { "type": "string" },
"upsal es": { "type": "array", "itens": { "type": "string" } }
}
}
By
{
"name": "create_order",
"description": "Execute a supplier capability. Creates an order or booking.",
"i nput Schema": {
"type": "object",
"required": ["supplier_id", "capability", "payload", "idenpotency_key"],
"properties": {
"supplier_id": { "type": "string" },
"capability": { "type": "string" },
"payl oad": { "type": "object" },
"i denmpot ency_key": { "type": "string" },
"upsal es": { "type": "array", "itens": { "type": "string" } }
}
}
1
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{
"name": "initiate_paynment"”,
"description": "Get a paynment redirect URL for a conpleted order. User nust visit URL to confirm payment via bank &
"i nput Schema": {
"type": "object",
"required": ["execution_id", "end_user_price", "currency", "return_url"],
"properties": {
"execution_id": { "type": "string" },
"end_user_price":{ "type": "string" },
"currency": { "type": "string" },
"return_url": { "type": "string" }
}
}
By
{
"nane": "check_order_status",
"description": "Check the current status of an order by execution ID.",
"i nput Schema": {
"type": "object",
"required": ["execution_id"],
"properties": {
"execution_id": { "type": "string" }
}
}
}
]

apps/mcpl/views.py

inport json

i mport httpx

fromrest_franework. views inport APIVi ew
fromrest_franework.response inport Response

from common. aut h i nport API KeyAut henti cation
fromrest_framework. perm ssions inport |sAuthenticated

from.server inport MCP_TOOLS

cl ass MCPTool sLi st Vi e API Vi ew) :
"""Returns available MCP tools."""
aut henti cati on_cl asses = [ APl KeyAut henti cati on]
perm ssion_cl asses = [|sAuthenti cat ed]
def get(self, request):
return Response({"tools": MCP_TOOLS})

cl ass MCPExecut eVi ew API Vi ew) :

Executes an MCP tool call.
Internally routes to the appropriate REST APl endpoint.
aut henti cati on_cl asses = [ APl KeyAut henti cati on]
perm ssi on_cl asses = [|sAuthenti cat ed]
def post(self, request):
tool _nane = request.data. get("nane")
argunments = request.data. get("argunments”, {})
# Route tool calls to internal API
handl er = getattr(self, f"_handle_{tool _nane}", None)

if not handler:
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return Response({"error": f"Unknown tool: {tool _nane}"}, status=400)

result = handl er(request, argunents)

return Response({"content": [{"type": "text", "text": json.dunps(result)}]})

def _call_internal (self, request, nmethod, path, data=None, paranms=None):
"Call internal REST APl preserving authentication. """
fromdjango.test inport RequestFactory
fromdjango.urls inport reverse
# Internally dispatch to DRF view —avoi ds network hop
# I nplementation: use Django's test client pattern or direct view dispatch
# For MVP: use httpx to call |ocal host (sinple, works)
i mport httpx
base = "http://1ocal host: 8000"
resp = httpx.request (
nmet hod=net hod,
url =f"{base}{path}",
j son=dat a,
par ams=par ans,
header s={" Aut hori zati on": request.META. get ("HTTP_AUTHORI ZATION', "")},
ti nmeout =30,
)

return resp.json()

def _handl e_search_suppliers(self, request, args):
params = {k: v for k, v in args.items() if v}
return self._call _internal (request, "GET", "/api/vl/suppliers/", parans=parans)
def _handl e_get_pricing(self, request, args):
path = f"/api/vl/ suppliers/{args['supplier_id ]}/ pricing/{args['capability' ]}/"
return self._call_internal (request, "GET", path)
def _handl e_create_order(self, request, args):
import uuid
data = {
"supplier_id": args["supplier_id"],
"capability": args["capability"],
"payl oad": args. get ("payl oad", {}),
"upsal es": args. get ("upsales", []),
}
# MCP tool calls nust include idenpotency key
# Pass through fromargs or generate fromtool call
i dem key = args. get("idenpotency_key", str(uuid.uuid4()))
return self. _call _internal (
request, "POST", "/api/vl/ execute/",

dat a=dat a,

def _handle_initiate_paynent(self, request, args):
path = f"/api/vl/ payments/{args['execution_id ]}/initiate/"
return self._call_internal (request, "POST", path, data={
"end_user_price": args["end_user_price"],
"currency": args["currency"],
"return_url": args["return_url"],

})

def _handl e_check_order_status(sel f, request, args):
path = f"/api/vl/ executions/{args['execution_id ]}/"
return self._call _internal (request, "GET", path)
# apps/ ntp/urls. py

fromdjango.urls inport path

from. inport views
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urlpatterns = [

path("tool s/", Vi ews. MCPTool sLi st Vi ew. as_view(), nane="ntp-tools"),

pat h("execute/", views. MCPExecuteVi ew. as_view), name="ncp- execute"),

12. ERROR HANDLING CONTRACTS

Standard Error Response Format

All errors return this JSON structure:

{
"error": {
"code": "rate_|limt_exceeded",
"message": "Too many requests. Builder limt: 100/ mn",
"details": {},
"request_id": "req_abc123"
}
}

Error Code Reference

HTTP Status Error Code

400 ‘missing_idempotency_key"

400 ‘invalid_payload®

400 “stale_webhook_timestamp®

400 “price_below_minimum®

401 ‘invalid_api_key"

401 “invalid_webhook_signature’

403 “category_access_denied’

403 “supplier_not_permitted"

404 “supplier_not_found"

404 “execution_not_found"

404 “pricing_not_found®

409 ‘payment_already_initiated"

409 ‘idempotent_response’

422 “connector_validation_failed™

429 ‘rate_limit_exceeded"
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Trigger

“X-ldempotency-Key" header absent on
POST /execute

Request body fails connector schema
validation

Webhook timestamp > 5 minutes old
‘end_user_price” < ‘sell_price’

Key not found or inactive

HMAC verification failed

Builder key not scoped to requested
category

Supplier not in builder's whitelist
Supplier UUID not found or not active

Execution UUID not found or belongs to
another builder

No active pricing schema for
supplier+capability

Payment already exists for this
execution

Execution with this key already
completed (returns original response)

Payload fails connector spec validation

Per-builder or per-supplier rate limit hit
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502 “supplier_api_failed” Supplier API returned error after all
retries

503 “circuit_breaker_open® Supplier circuit breaker is open (too
many failures)

Custom Exception Handler

# common/ excepti ons. py

import uuid

i nport | ogging

fromrest_franmework. views inport exception_handl er

fromrest _franework.response inport Response

| ogger = | oggi ng. get Logger (__nanme__)

def custom exception_handl er (exc, context):
request _id = f"req_{uuid.uuid4().hex[:12]}"
# Let DRF handle it first
response = exception_handl er (exc, context)
if response is not None:

response. data = {

"error": {
"code": _get _error_code(exc),
"message": _get _nmessage(response. dat a),
"details": _get _detail s(response. data),

"request_id": request_id,

}

I ogger . war ni ng(
f"APl error {response.status_code}",
extra={"request_id": request_id, "error": str(exc)}
)
return response
# Unhandl ed exception —500
| ogger. error (f"Unhandl ed exception", exc_info=exc, extra={"request_id": request_id})
return Response(

{"error": {

"code": "internal _error",
"message": "An unexpected error occurred",
"details": {},
"request _id": request_id,
1}
st at us=500
)
def _get_error_code(exc) -&gt; str:
mappi ng = {
"Aut henti cationFail ed": "invalid_api_key",
"Perni ssi onDeni ed" : "access_deni ed",
" Not Found" : "not _f ound",
"Val i dationError": "invalid_payl oad",
"Throttl ed": "rate_limt_exceeded",
}
return napping. get (type(exc).__name__, "error")

def _get_nessage(data) -&gt; str:

if isinstance(data, dict):

return data.get("detail", str(data))
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return str(data)

def _get_detail s(data) -&gt;

return data

return {}

Rate Limiting Middleware

# common/ mi ddl ewar e. py

import tinme

BUI LDER RATE LIMT = 100
SUPPLI ER RATE LIM T = 50

class RateLimtM ddl eware:

if isinstance(data, list):

return data[0] if data else "Error"

dict:

if isinstance(data, dict) and "detail" not in data:

fromdjango. http inport JsonResponse

from comon. cache inport get_redis

# requests per minute per builder

# requests per minute per supplier

def __init__(self, get_response):

def

sel f. get _response = get_response

_call__(self, request):
# Only rate-linmt APl paths

if not request.path.startswith("/api/"):

return self.get_response(request)

# Auth nust have run first (via DRF) —skip if no auth context yet

# Rate limting is enforced inside execution/views.py using request.auth

return sel f.get_response(request)

Cal | inside execution vi

Returns (allowed: bool,

r = get_redis()
wi ndow = 60

# Builder limt

pi pe = r.pipeline()
pi pe.incr(b_key)

# Supplier limt
if supplier_id:

pi pe = r.pipeline()
pi pe.incr(s_key)

return True, 0O

def enforce_rate_limt(builder_id: str, supplier_id: str = None):

ew after authentication.

retry_after: int)

wi ndow_key = int(tine.tine() / w ndow)

b_key = f"meshhub:ratelinit:builder:{builder_id}:{w ndow key}"

pi pe. expi re(b_key, w ndow * 2)
count, _ = pipe.execute()

if count &gt; BUI LDER RATE LIMT:
return False, window - (int(time.time()) % w ndow)

s_key = f"meshhub:ratelimt:supplier:{supplier_id}:{w ndow key}"

pi pe. expi re(s_key, w ndow * 2)
s_count, _ = pipe.execute()
if s_count &gt; SUPPLI ER RATE LIM T:

return False, window - (int(time.time()) % w ndow)
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13.

TEST REQUIREMENTS

What Must Be Tested

Every item below must have a test. Implementation detail is developer's choice.

Authentication (apps/builders/tests/test_auth.py)

Valid API key authenticates successfully

Invalid API key returns 401 with “invalid_api_key" code

Expired API key returns 401

Suspended builder account returns 401

API key cached in Redis after first lookup (second call must not hit DB)

Cache invalidation on key revocation

Execution Engine (apps/execution/tests/test_engine.py)

Idempotency: second call with same key returns cached result, not duplicate execution
Idempotency: cached result matches original execution 1D

Rate limit: 101st request in 60s window returns 429

Category access: request for unauthorized category returns 403

Payload validation: missing required field returns 400 with field name
Supplier API success: execution created with status=success

Supplier API 500: retried 3 times, execution created with status=failed
Supplier API timeout: execution created with status=failed, latency recorded
Circuit breaker: opens after 5 consecutive failures, returns 503

Circuit breaker: resets after 60 seconds

buy_price never appears in API response

Billing Celery task enqueued after successful execution

Pricing Engine (apps/pricing/tests/test_pricing.py)

Base price calculation: exact decimal match

Tax surcharge: calculated as percentage of base, not of total
Weekend peak multiplier: applied on Saturday/Sunday
Weekend peak multiplier: NOT applied on Monday—Friday
Upsale addition: price correctly summed

Sell price: MeshHub margin applied correctly

Sell price: flat fee added on top of margin

Cache hit: second call returns cached value without DB query
Cache miss: falls back to DB, then caches result

Stale pricing (valid_until in past): raises ValueError

Payment Layer (apps/payments/tests/test_payments.py)

TrueLayer payment initiation: correct payload sent to TrueLayer API
Webhook: valid signature accepted
Webhook: invalid signature returns 401

Webhook: stale timestamp (>5min) returns 400
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Webhook: payment_settled updates Payment.status to confirmed

Webhook: duplicate payment_settled is idempotent (200, no duplicate event)

Webhook: record_billing_event Celery task enqueued

Webhook: trigger_order_fulfillment Celery task enqueued

m end_user_price below sell_price: returns 400

Billing (apps/billing/tests/test_billing.py)
m BillingEvent amounts: supplier_payout + builder_margin + meshhub_fee == gross_amount
m BillingEvent idempotency: task running twice does not create duplicate event

m record_billing_event retries on DB failure (up to 5 times)

APl Endpoints (integration tests)
m GET /api/vl/suppliers/ returns only suppliers in builder's categories
m GET /api/vl/suppliers/{id}/ returns 403 for out-of-scope supplier
m GET /api/vl/suppliers/{id}/pricing/{cap}/ returns sell_price but not buy_price

POST /api/vl/execute/ without X-ldempotency-Key returns 400

POST /api/vl/builders/keys/ returns raw_key in response body
m GET /api/vl/builders/keys/ does NOT include raw_key in response

DELETE /api/v1l/builders/keys/{id}/ invalidates Redis cache for that key

MCP Layer (apps/mcpl/tests/test_mcp.py)
m GET /api/vl/mcp/tools/ returns all 5 tool definitions
m POST /api/vl/mcp/execute/ with “search_suppliers™ routes correctly

m POST /api/vl/mcp/execute/ with unknown tool returns 400

Test Setup

# conftest.py (root)

i mport pytest
i mport fakeredis

fromunittest.nock inport patch

@yt est.fixture(autouse=True)

def fake_redi s(nmonkeypatch):
"""Replace Redis with fakeredis for all tests."""
fake = fakeredis. FakeRedi s(decode_r esponses=Tr ue)
nmonkeypat ch. setattr ("common. cache. _client", fake)
return fake

@ytest.fixture
def active_builder(db):
from apps. bui | ders. nodel s i nport Buil der
return Buil der.objects. create(
nane="Test Builder",
emai | ="t est @ui | der. cont',
st at us=Bui | der. St at us. ACTI VE,
)

@ytest.fixture

def api _key(active_builder):
from apps. bui | ders. nodel s i nport API Key
raw, hashed, prefix = APl Key. generate()

key = APl Key. obj ects. creat e(
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bui | der=acti ve_bui | der,
name="test",
key_hash=hashed,
key_prefix=prefix,

)

return raw, key

@ytest.fixture
def aut h_header (api _key):
raw, _ = api_key

return {"Authorization": f"Bearer {raw}"}

14. DOCKER & LOCAL DEV SETUP

docker-compose.yml

version: "3.9"
services:
db:
i mage: postgres: 16-al pi ne

envi ronment :

POSTGRES_DB: meshhub
POSTGRES_USER: meshhub
POSTGRES _PASSWORD:  neshhub_dev
ports:
"5432: 5432"
vol unes:

heal t hcheck:

interval: 5s
tineout: 5s

retries: 5

redis:
i mage: redis:7-alpine
ports:
"6379: 6379"
heal t hcheck:
test: ["CVMD', "redis-cli", "ping"]
interval: 5s
api :
bui | d:

vol unes:
- .:lapp
ports:
" 8000: 8000"
env_file:
- .env

envi ronment :

depends_on:
db:
condi tion: service_healthy

redis:
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- postgres_data:/var/lib/postgresql/data

test: ["CMD-SHELL", "pg_isready -U neshhub"]

command: python manage. py runserver 0.0.0.0: 8000

DJANGO_SETTI NGS_MODULE: config.settings. | ocal
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condi tion: service_healthy

wor ker :
bui | d:
command: celery -A config worker --1oglevel =info --concurrency=4
vol unes:
- .:/lapp
env_file:
- .env
envi ronnent :
DJANGO_SETTI NGS_MODULE: config.settings. | ocal

depends_on:

- db
- redis
beat :
bui | d:
command: celery -A config beat --1oglevel =info --schedul er django_cel ery_beat.schedul ers: Dat abaseSchedul er
vol unes:
- .:lapp
env_file:
- .env

envi ronnent :
DIANGO_SETTI NGS_MODULE: confi g. settings. | ocal
depends_on:
- db
- redis
vol unes:

post gres_dat a:

Dockerfile

FROM pyt hon: 3. 12-slim

WORKDI R / app

RUN apt - get update &anp; &np; apt-get install -y \
I'i bpg-dev \
gce \
&anp; &np; rm-rf /var/lib/apt/lists/*

COPY requirenents. txt

RUN pi p install --no-cache-dir -r requirenents.txt

COPY .

EXPCSE 8000

CMD ["guni corn", "config.wsgi:application", "--bind", "0.0.0.0:8000", "--workers", "4"]

Makefile (developer shortcuts)

. PHONY: up down migrate shell test
up:
mdocker - conpose up -d

down:

mdocker - conpose down

mgrate:

mdocker - conpose exec api python nmanage.py migrate

shel | :

mdocker - conpose exec api python nanage. py shell

test:
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mdocker - conpose exec api pytest apps/ -v --tb=short

creat esuperuser:

mdocker - conpose exec api python nanage. py createsuperuser
| ogs:

mdocker - conpose | ogs -f api worker

seed:

mdocker - conpose exec api python manage. py | oaddata fi xtures/seed_data.json

First-Time Setup

# 1. Cone and configure

cp .env.exanple .env

# Edit .env with your credentials
# 2. Start services
docker - conpose up -d

# 3. Run migrations

make migrate

# 4. Create initial data

nake seed

# 5. Run tests

nake test

# 6. View APl docs

open http://1 ocal host: 8000/ api / schema/ swagger - ui /

15. ENVIRONMENT VARIABLES REFERENCE

.env.example

# mm Iq'ango EEEEESESESEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEER
DJANGO_SECRET_KEY=change- me-i n- product i on- use- 50- random chars

DEBUG=Tr ue

ALLOWNED HOSTS=I ocal host, 127.0.0. 1

# mm Database EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
DATABASE _URL=post gr es: // meshhub: meshhub_dev@b: 5432/ meshhub

# mm RediS EEEEEEEEESEEESESEESEEESEEESEESSESEEEEEEESSESSSEEEEEEEEEEEEEEEEEEEER
REDI S _URL=redi s://redis:6379/0

# mm MeshHub Pricing eSS SESESESEEEE S EEE S EEESEEEESEEEE SN EEEEEEEEEEEEEEE
MESHHUB_VARG N_PCT=0. 08 # 8% margin on buy price

MESHHUB_FLAT_FEE=0. 20 # €0.20 flat platformfee per transaction

# mm TrueLayer EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
TRUELAYER CLI ENT_I D=your _client_id

TRUELAYER_CLI ENT_SECRET=your _cl i ent _secret

TRUELAYER_MERCHANT_ACCOUNT_I| D=your _ner chant _account _uui d

TRUELAYER_WEBHOOK_SECRET=your _webhook_si gni ng_secr et

TRUELAYER_ENVI RONMVENT=sandbox # sandbox | production

# mm AWS (Secrets Manager for supplier credentialsS) EEEEEEEEEEEEEEEEEEEN
AWS_ACCESS_KEY_| D=

AWS_SECRET_ACCESS_KEY=

AWS_DEFAULT_REG ON=eu- west - 1

# mm Firebase (HandOn push notifications) EEEEEEEEEEEEEEEEEEEEEEENEEEEEN

FI REBASE_PRQJECT_| D=your _fi rebase_proj ect

FI REBASE_CREDENTI ALS_PATH=/ app/ secrets/firebase-credentials.json
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# mm Cel A LLLLLLLLLLLLLELLLLLLLLLLLLLLLE DL L]
# Uses REDIS_URL —no separate config needed for broker

# mm Qbservabi |Ity EEEEESESESEEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEN
OTEL_EXPORTER_OTLP_ENDPO NT=http://1 ocal host: 4317

OTEL_SERVI CE_NAME=neshhub- api

# mm Stripe (billing —Phase 2) EESEESEESEEESESEEESEESESSNEENEEEENEEEEEEEEEEE

STRI PE_SECRET_KEY=sk_test_...

STRI PE_WEBHOOK_SECRET=whsec_. . .

# mm Sentry (error tracking) EESEEEEESEEEEESEES NSNS ENSEEEEEEENEEEEENEEN

SENTRY_DSN=

config/settings/base.py (env loading)

i mport environ

env = environ. Env()

environ. Env. read_env()

SECRET_KEY = env("DJANGO SECRET_KEY")

DEBUG = env. bool ("DEBUG', defaul t =Fal se)
DATABASES = {"defaul t": env.db("DATABASE URL")}
REDI S_URL = env("REDI S_URL")

MESHHUB_MARGI N_PCT = env(" MESHHUB_MARG N_PCT", defaul t =" 0. 08")
MESHHUB_FLAT FEE = env("MESHHUB FLAT FEE',  defaul t="0.20")

TRUELAYER CLI ENT_I D env(" TRUELAYER CLI ENT_| D')
TRUELAYER CLI ENT_SECRET env(" TRUELAYER CLI ENT_SECRET")
TRUELAYER MERCHANT ACCOUNT | D = env(" TRUELAYER MERCHANT ACCOUNT | D')
TRUELAYER WEBHOOK_SECRET = env(" TRUELAYER WEBHOOK SECRET")

AWS_DEFAULT_REG ON = env("AWS_DEFAULT_REG ON', defaul t ="eu-west-1")

APPENDIX A: CONNECTOR SPEC — PRICING SCHEMA JSONB EXAMPLES

Fixed-Price Supplier (pizza)

{

"base_price": "8.00",

"currency": "EUR',

"surcharges": [
{ "type": "fuel", "amount": "1.00" },
{ "type": "tax", "pct": 23}

Il

"peak_mul tipliers": {
"weekend": 1.2

Bs

"upsal es": [

{ "id": "extra_cheese", "nane": "Extra Cheese", "price": "1.50", "optional": true },
{ "id": "drink", "name": "Can of Coke", "price": "2.00", "optional": true }
Il

"m ni mumorder": "5.00"

Dynamic-Price Supplier (taxi)

{

"pricing_nodel ": "dynamc",
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I

"currency":

{ "type":

"price_api _endpoint":

"price_field_path":

"EUR",

"surcharges":

[

"tax", "pct

"peak_mul tipliers": {

"weekend": 1.5,
"hol i day": 2.0
b
"m ni mum price": "5.00"

"price_ttl_seconds": 30

/estimte",

data. esti mated_fare",

s 29 |

APPENDIX B: DATABASE MIGRATION ORDER

Run migrations in this order on first deploy:

pyt hon
pyt hon
pyt hon
pyt hon
pyt hon
pyt hon
pyt hon
pyt hon
pyt hon
pyt hon
pyt hon
pyt hon

manage.
manage.
manage.
manage.
manage.
manage.
manage.
manage.
manage.
manage.
manage.

manage.

py
py
py
py
py
py
py
py
py
py
py
py

mgrate
mgrate
mgrate
m grate
mgrate
mgrate
mgrate
mgrate
mgrate
mgrate
mgrate

mgrate

contenttypes
aut h
suppliers
contracts
bui | ders
execution
pricing
paynent s
billing

mcp

dj ango_cel ery_results

dj ango_cel ery_beat

APPENDIX C: SECURITY CHECKLIST

Before any deployment (staging or production):

m ‘DEBUG=False" in production settings

m SECRET_KEY' is 50+ random characters, not the default

m All supplier credentials stored in AWS Secrets Manager — not in “.env’

m API keys stored as SHA-256 hash only — raw key never in DB, logs, or responses (except at creation)
m TrueLayer webhook signature verified on every webhook request

m HandOn acceptance webhook uses supplier device token authentication

m Rate limiting active on all “/api/v1l/execute/" calls

m Database connection uses SSL (*?sslmode=require’ in DATABASE_URL for production)

m Redis requires AUTH password in production

m ALLOWED_HOSTS set explicitly — no wildcard in production

m Celery broker uses Redis AUTH in production

m buy_ price never serialized into any API response

m CORS configured explicitly — not ™**

m HTTPS only — HTTP redirected to HTTPS at load balancer level

m Bank account details encrypted at field level (AES-256) before storage
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*End of MeshHub Backend Developer Specification v1.0*
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